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Message Text 


LIMITED OFFICIAL USE STATE 182406 
SY CHANNEL, FOR RSO FROM SY/OPS/DO 
E.O. 11652: N/A 
TAGS: ASEC, APOU 

SUBJECT: IMPROPER TRANSMISSION OF CLASSIFIED MATERIAL 

REF: RSO MANILA MEMO - 7/19/77 

1 . EA ADVISED THIS OFFICE THAT FLECK-HEGINBOTHAM MEMO, U.S. 
PHILIPPINE ECONOMIC TREATY NEGOTIATIONS - TALKING POINTS, 
DATED 6/30/77, AND HEGINBOTHAM - HOLBROOKE MEMO, RESUMPTION 
OF US-PHILIPPINE ECONOMIC TREATY NEGOTIATIONS, DATED 

7/6/77, POUCHED (X3-34223) AMEMBASSY MANILA TO LEE (REG. 

NO. 2793627) AND MELLOR (REG. NO. 2793628). THOROUGH 
SY/OPS/DO INQUIRY UNABLE TO DETERMINE SENDER OF UNMARKED, 
UNREGISTERED ENVELOPE OR MOTIVATION FOR SENDING ANOTHER 
COPY OF 6/30/77 MEMO TO MELLOR. 

2. POSSIBLE COMPROMISE 6/30/77 MEMO REQUIRES RSO INVESTI- 
GATE IN ACCORDANCE WITH 5 FAM 965. TO EXPEDITE RE- 
PORTING PLEASE CABLE RESULTS AS SOON AS POSSIBLE, KEYED 
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LIMITED OFFICIAL USE 

PAGE 02 STATE 182406 

TO FOLLOWING: 

A. NUMBER OF POUCH CONTAINING ENVELOPE. 

B. DATE POUCH ARRIVED POST. 

C. ANY INDICATION POUCH OR SEAL TAMPERED. 

D. ANY INDICATION OTHER CONTENTS TAMPERED. 
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E. ANY OTHER RECENT POUCH/ENVELOPE TAMPERING. 

F. BRIEFLY DESCRIBE CHAIN OF CUSTODY TAMPERED ENVELOPE. 

G. INTERVIEW MELLOR AND MELLOR'S STAFF AS TO WHO MAY 
HAVE SENT MEMO AND WHO MAY HAVE OPENED ENVELOPE. BRIEFLY 
STATE RESULTS. 

H. IF DETERMINED ENVELOPE/CONTENTS TAMPERED INSTEAD ACCI- 
DENTALLY TORN/MISSING, ENSURE OTHER EMBASSY SECTIONS 
ADVISE YOU ANY INFORMATION ON PENETRATION. CONFIRM 
CONTACT. 

I. BRIEFLY DESCRIBE POST PROCEDURES TO PREVENT AND DETECT 
TAMPERING OF UNCLASSIFIED POUCH MATERIAL. CHRISTOPHER 
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Message Attributes 


Automatic Decaptioning: X 

Capture Date: 01 -Jan-1 994 12:00:00 am 

Channel Indicators: SY 

Current Classification: UNCLASSIFIED 

Concepts: SECURITY VIOLATIONS, DIPLOMATIC POUCHES 

Control Number: n/a 

Copy: SINGLE 

Sent Date: 03-Aug-1977 12:00:00 am 
Decaption Date: 01 -Jan-1 960 12:00:00 am 

Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 22 May 2009 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1977STATE1 82406 

Document Source: CORE 

Document Unique ID: 00 

Drafter: SKO 

Enclosure: n/a 

Executive Order: N/A 

Errors: n/a 

Expiration: 

Film Number: n/a 
Format: TEL 
From: STATE 
Handling Restrictions: n/a 
Image Path: 

ISecure: 2 

Legacy Key: Iink1977/newtext/t1 977081 00/aaaadhar.tel 

Line Count: 73 
Litigation Code IDs: 

Litigation Codes: 

Litigation History: 

Locator: TEXT ON-LINE 

Message ID: 0aaf8c4e-c288-dd11-92da-001cc4696bcc 
Office: ORIGIN SY 

Original Classification: LIMITED OFFICIAL USE 
Original Handling Restrictions: n/a 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 2 

Previous Channel Indicators: n/a 
Previous Classification: LIMITED OFFICIAL USE 
Previous Handling Restrictions: n/a 
Reference: n/a 
Retention: 0 

Review Action: RELEASED, APPROVED 
Review Content Flags: 

Review Date: 23-Feb-2005 12:00:00 am 
Review Event: 

Review Exemptions: n/a 
Review Media Identifier: 

Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
SAS ID: 1399526 
Secure: LOCK1 

Status: <DBA CHANGED> mcm 20041109 
Subject: SECURITY VIOLATIONS 
TAGS: ASEC, APOU, RP 
To: MANILA 
Type: TE 

vdkvgwkey : odbc://SAS/SAS.dbo.SAS_Docs/0aaf8c4e-c288-dd1 1 -92da-001 cc4696bcc 
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